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Firewall Implementations
The notes in this section are based on Slides 19 and 20 from Week #10 and Slides 1 and 2 from Week #11.

As mentioned in the notes for Week #10, some information services are difficult to set up securely with a packet filtering router firewall because their protocol requires that the outside party or server must “call back”.  Often the packet filtering routers are augmented with security capabilities of technologies such as application gateways.

Application gateways: In firewall architectures, gateways are computers that sit between two networks, usually an inner private network and the outer Internet.  Routing packets through the firewall is controlled by proxy software running on the gateway computer.  When proxies are configured as a relay through a firewall, they are often called application gateways.

Slide 2: Telnet proxy on a screened host firewall topology (Yeager and McGrath 1996)
For a screened host firewall topology, a packet filtering router is used to fortify the security of the gateway.  In the screened host topology in Slide 2, the router (R), is configured to allow packets to pass only between the gateway (TP) and the Internet.  The gateway handles all the communication between the inside network (T) and the outside network (TS).  The router (R) sends packets from the outside only to the gateway port P3.  Thus, it becomes very difficult for external systems to attack anything except the gateway.  Also, the router (R) is configured to accept packets only from the gateway machine port P3, which prevents any computers inside the firewall from connecting to anything except the gateway.  

The Telnet client application (T) remains unchanged.  The Telnet proxy (TP) resides on the gateway machine.  The client (T) begins a conversation by “telneting” proxy (TP) on the firewall.  The Telnet proxy (TP) sets up the connection between ports P1 and P2 and responds to the client with a prompt.  The client requests a connection to Telnet server (TS).  The Telnet proxy (TP) recognizes this command and opens the ports P3 and P4 to the Telnet server (TS) on the client’s behalf.  The Telnet proxy (TP) manages the Telnet connection by copying data between the inside host port P2 and the outside Internet host port P3.  Once this connection is established the proxy (TP) is transparent to the client-server exchange.

Slide 1: A Web server on a screened subnet firewall (Yeager and McGrath 1996)
A screened subnet firewall is similar to the screened host firewall.  The difference is that the network (or screened subnet) on which the gateway resides is expanded to accommodate one or more additional servers.  This is a good design for offering a public service, like a Web service, to the Internet.  The outside router (R1) blocks Internet traffic from accessing any computers other than those on the inner subnet (the gateway or the Web server).  The optional inner router (R2) gives an extra level of protection to the private inner subnet by blocking all network traffic from the Web server.  In other words, the Web server is not directly accessible to users on the private inner subnetwork.  Router R2 also protects the inner private network from any harmful network traffic disguised as Web server responses.  In summary, this firewall architecture makes the Web server available to the outside network without exposing the inner private network.

Caching proxies: In addition to filtering requests (packets), the gateway machines could also be used to improve the Internet access time by using caching proxies.  The assumption is that a page will be used many times before it is modified or destroyed.  So, caching is simply storing of server requests for re-use by a set of client machines.  When a user requests a page, the cached copy is retrieved instead of the original page.  The caching proxy maintains the currency of the cached items by periodically checking the original item to see if it has been modified.  If it has then the cached copy is updated.

Cryptography
Slides 3 through 7 contain concepts that we discussed during Week #10.  Some additional detail and explanation are provided in these slides.  In class we talked about DES – Data Encryption Standard, a US National cryptographic standard based on the secret (or symmetric) key cryptography method that uses a 56-bit key.  DES was originally proposed by IBM using 128-bit keys and was further developed by the US National Security Agency, which resulted in the 56-bit key version.  DES encryption and decryption is very fast and widely used, for example in interbank electronic fund transfers.  The secret key may be kept secret and used over and over again.  Alternatively, a key can be randomly generated for each session, in which case the new key is transmitted to the recipient using a public key cryptography method (see SSL description in Week #10).  

The recent brute force exhaustion attack by a “cracking machine” costing $250,000 took 56 hours to crack a single DES encrypted message.  With the advances in computing speed likely to further reducing the average cracking time, US Government has been recommending a shift to enhanced standards such as Triple DES, an enhancement to DES.  There are several triple DES methods.  For example, one method called EEE3 uses 3 keys and encrypts 3 times.

The hashing algorithms mentioned in Slide 4 are used to ensure message integrity – “Message received is in fact the message sent.” When applied to a message a hashing algorithm produces a unique number called the message digest.  The algorithms are designed such that it is nearly impossible to find two different messages that will produce the same message digest.  Any change to a message will, with a very high probability, result in a different message digest.  Hashing algorithms are seldom used alone.  To effectively protect messages from alteration in transit, hashing algorithms must be used in conjunction with secret or public key cryptography.  This is illustrated in digital signatures, which combines public key cryptography and hashing algorithms.  Slides 5 through 7 explain the digital signature mechanism.  
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